THE CISO DEFICIENCY EXPLAINED:

HOW IT LEAVES SCHOOLS VULNERABLE
TO DEVASTATING CYBER-ATTACKS.
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This graphic highlights 3 factors that
are making your school vulnerable to
devastating cyber-attacks. See the

scary details.
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These scary cyber risks are what make
the CISO Deficiency so troublesome.
This rest of this article helps you
understand the CISO Deficiency.

THE CISO DEFICIENCY EXPLAINED

The graphic introduces the 3 factors that create the
CISO Deficiency:

High CISO Churn 1. The average CISO tenure is 26
months.

Insufficient
Expertise

2. To protect their jobs, some
CISOs make their employers
* overly dependent on them.

Dependency

Issue 3. Many CISOs are unprepared for

the looming cybercrime wave.

Together, this leaves many schools unwittingly and
significantly vulnerable to attack.

1. High CISO Churn

The average tenure of CISOs in all
industries is 26 months, according to CISOs Switch

the Nominet CISO Stress Report.

Some leave for higher paying jobs, Jobs Every 26
because of the significant demand. Months on
Some leave because of the high stress. Average
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Regardless of reason, this churn is
expensive, time-consuming, causes
headaches, and can leave your school
unnecessarily vulnerable.



https://practicalcyber.com/pdfs/Universities%20and%20Colleges%20Face%20Significant%20Rapidly%20Growing%20Cyber%20Risks%20(4-5-21).pdf
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2. The Dependency Issue

Because cybersecurity is not widely understood by outsiders,
some CISOs use this information asymmetry to make their
employers overly dependent on them.

This can make an organization substantially more vulnerable to
cyber-attack because of the combination of high CISO tenure
and CISOs’ failure to implement a leader-agnostic, effective,
and enduring cyber risk mitigation system.

3. Insufficient CISO Expertise

Most CISOs are only expert in one and sometimes two of these five mitigation tools
that your school needs to properly protect itself from cyber-attack:
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Leadership, Risk Transfer via FIVE TOOLS
. Secure
Structure & Cybersecurity Contract

. Partnerships
Incentives & Insurance

Auditing & Adjustment System

Plus, many CISOs lack the skills to lead the multidisciplinary team needed to wield these 5
cyber risk mitigation tools and create an enduring, leader-agnostic mitigation system:

Operations Legal Risk
Management
4 4 4
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TEAMS

Tech Resilience

(Cybersecurity &
Computing Continuity)

Finance Tech Function

BOTTO M Ll N E: The CISO Deficiency can leave your school materially vulnerable to

cyber-attack. The solution is adopting a leader-agnostic, effective, and enduring cyber risk
mitigation system like our multi-tool, multidisciplinary cyber risk mitigation approach.
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https://www.practicalcyber.com/#approach
https://practicalcyber.com/pdfs/SummaryPracticalCyberMultitoolMultidisciplinaryCyberRiskMitigationSchoolEdition(April%202021).pdf
https://practicalcyber.com/pdfs/MultidisciplinaryTeamPracticalCyber.pdf

