t TECH COMPANIES FACE EXTENISVE, RAPIDLY GROWING CYBER
RISKS AT THE CUSP OF A MAJOR, LOOMING CYBERCRIME WAVE

Tech Companies are using sophisticated
computing technologies to disrupt markets and
change the world.

Unfortunately, their extensive use of computing
technologies substantially increases their cyber
risks right before a major, looking cybercrime
wave - as this article explains.

Elliot Turrini, Practical Cyber CEO & Cybersecurity Professor Marc Rogers

Tech companies are leading the way in leveraging ever-more sophisticated computing
technologies — particularly artificial intelligence and machine learning — to revolutionize markets
and improve the world. Unfortunately, as this infographic introduces, three elements are
combining to create significant, rapidly growing cyber risks for tech companies:
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Large & Growing Attack Surface: By their nature, tech companies strive to innovate and
reduce costs by continuously adding more computing technologies, particularly in these areas:

1. Increased computing power/internet access and new software applications and
hardware to deliver their innovative offerings.

Sophisticated data analytic technologies (e.g., machine learning and Al) needed to
disrupt markets and overcome incumbents.

Each addition of computing technology heightens a company’s cyber-attack risks by increasing
its cyber-attack surface: i.e., the sum of physical and digital vulnerabilities that can be exploited
to carry out a cyber-attack against you. Unfortunately, the attack surface for today’s tech
companies is enormous and growing at a dangerous time.
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High Cybersecurity Professional Churn: The average tenure of Chief Information
Security Officers (CISO) in all industries is 26 months, according to the Nominet CISO Stress
Report. This churn is a serious problem, both creating high talent search fees and leaving the
companies less protected compared with reliable, long-term cybersecurity leadership.

Major, Looming Cybercrime Wave: The economic incentives for cyber criminals are the
highest in history, are growing, and are about to generate an unprecedented wave of extortion-
based cybercrime, often referred to as ransomware. Most tech leaders understand ransomware
basics — namely, that upon infection, it uses encryption to incapacitate computers followed by a
payment demand for the means to restore operations. But few leaders know that the recent
trend of paying ransoms has created a vibrant ransomware ecosystem that even includes the
sale of ransomware software-as-service platforms that come with free trials and tech support.
Combined with the rapid increase in the use of computing technologies around the world, this
vibrant ecosystem is about to generate an unprecedented wave of extortion-based cybercrimes
exactly when academic institutions have scant money for security/prevention and keep losing
cybersecurity personnel at the highest rate ever.

Moreover, cyber-attacks are becoming ever-more sophisticated such as the recent Solarwinds
debacle and Microsoft Exchange Server hacks. In early 2020 attackers hacked Solarwinds’
software development environment and installed a sophisticated cyber-attack tool (called a
backdoor) in the update to Solarwinds’ widely-used IT monitoring software. By updating their
Solarwinds software, customers installed a backdoor that allowed the attackers to install
additional malware and launch more attacks. Because the overall Solarwinds attack was so
sophisticated it went undetected for months; compromised the computing systems of at least
18,000 Solarwinds customers, including Fortune 500 companies, many US government
agencies, and some universities and colleges; and no one knows the extent of the damage.

In early January 2021, cybersecurity experts learned that cybercriminals were actively exploiting
4 newly discovered vulnerabilities in multiple versions of Microsoft Exchange Server — email
and calendaring software widely used around the world. These vulnerabilities helped the
attackers steal information and install additional attack tools that facilitate long-term access to
the victim’s computing networks. According to Microsoft VP Tom Burt, the main cybercriminal
group exploiting the vulnerabilities — known as Hafnium — is a “highly skilled and sophisticated”
“state-sponsored” group operating from China that “primarily targets entities in the United
States” to steal “information from a number of industry sectors, including infectious disease
researchers, law firms, higher education institutions, defense contractors, policy think tanks and
NGOs.” While Microsoft on March 2, 2021 released “security updates” to address these
vulnerabilities, the attackers had a long time to use the vulnerabilities to steal valuable
information and install covert attack tools. Moreover, according to RisklQ, 82,731 instances of
this software remained insecure (i.e., not updated) as of March 11, 2021.

The Solarwinds debacle and the Microsoft Exchange Server hacks, therefore, emphasize the
gravity of the cyber risks for tech companies.

Extensive, Rapidly Growing Cyber Risks: Your significant, rapidly growing cyber risks
fall into three main categories --
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https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-server-landscape/
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1. Operational interruptions (typically ransomware) — An example is the June 1,
2020 ransomware attack on the University of California, San Francisco that encrypted
data in its School of Medicine for which the institution paid a $1.14 million ransom. The
school also incurred significant investigation costs and untold harm from reputational
damage. A reputable cybersecurity company, Sophos, reported that 51 percent of all the
businesses it surveyed were hit by ransomware in 2020 and that the average cost was
$732,520 without paying the ransom and $1,448,458 with it. These costs, however, do
not accurately represent the long-term damage from reputational harm that can be
business-threatening to tech companies.

2. Data breaches — Examples include the 218 million accounts stolen from Zynga in
2019, the 538 million accounts stolen from Sina Weibo (the Chinese Twitter) in 2020, the
162 million user accounts stolen from Dubsmash in 2018, and the 150 million user
accounts stolen from My Fitness Pal in 2018. Even one of the ultimate tech companies —
with unlimited security resources — Microsoft — suffered a data breach of 250 million
customer records in 2019. Data breaches cost companies millions. The Ponemon
Institute’s well-respected report stated that the average data breach in 2019 cost $3.86
million. And, even smaller breaches like the 1.12 million records stolen from Washington
State University in 2019 inflict business-killing damage. Washington State had to pay
$4.7 million to settle a class action brought by the data breach victims; and in 2015, the
primary teaching hospital for the UCLA school of medicine settled its data breach lawsuit
for $7.5 million.

3. IP & financial theft — Tech companies are prime targets for intellectual property theft.
This includes the IP theft by foreign government-sponsored attackers — particularly the
Chinese — that U.S Intelligence Director warned about in December 2020. He said that
the “intelligence is clear: Beijing intends to dominate the U.S. and the rest of the planet
economically, militarily and technologically.” He described China’s approach of economic
espionage as “rob, replicate and replace”, saying that “China robs U.S. companies of
their intellectual property, replicates the technology and then replaces the U.S. firms in
the global marketplace.” Moreover, this IP theft is the primary goal of Hafnium, the
cyber-attack group in China responsible for the Microsoft Exchange Server hacks — as
stated above.

In the aggregate, these cyber risks represent one of the largest financial threats to tech
companies. Unfortunately, too many tech companies are using a traditional, technology-centric
approach to cyber risk mitigation that is more expensive and less effective than profit-centric,
multi-tool, multidisciplinary cyber risk mitigation.

Elliot Turrini, JD: He is the CEO of Practical Cyber, a cybersecurity and privacy firm. He has
been a federal cybercrime prosecutor, a cyber/privacy lawyer, and digital health entrepreneur.
He is the co-editor of the book Cybercrimes: A Multidisciplinary Analysis, and an expert in using
contract and insurance to transfer cyber and privacy risks.
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Professor Marc Rogers: A tenured cybersecurity professor at Purdue, he is the Executive
Director of Purdue’s Polytechnic Institute Cybersecurity Programs, an internationally renowned
cybersecurity expert, founder of MKR Forensics, former Law Enforcement, and has 25+ years
practical cybersecurity experience. As the cybersecurity expert for one of the largest university
research foundations in the United States, he knows how to protect against digital IP theft.
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